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DETAILED ACTION 

1 . This action is in response to the appeal brief filed May 16, 2005. 



Response to Arguments 

2. In remarks filed August 5, 2004 Applicant's argued that: Carter fails to teach 
communicating state information between its devices. As indicated in the previous 
action Applicant's admit Carter does teach passing state information relating to the use 
of files on the network-accessible storage devices among the devices. Although the 
cited passage of Carter does not explicitly teach passing "operational state" information 
among the devices, claim 21 reads, "...communicating state information for the plurality 
of network-accessible storage devices between the plurality of network-accessible 
storage devices...", and fails to mention communicating operational state information 
of the network devices among the devices. Thus, the teachings of Carter cover the 
claimed limitation. 

3. In remarks filed August 5, 2004 Applicant's also argued that: Carter fails to 
teach determining when a fault condition is likely and preemptively migrating stored data 
amongst network devices. Also as indicated in the previous action Applicant's admit 
Carter teaches a coherence migration process. In the teachings of Carter, it is also 
mentioned that this process "provides for fault tolerant operation, as the failure of any 
one device will not result in the loss of data", col. 23, lines 12-27. Thus, it is inherent in 
the teachings of Carter that this process takes place because faults are "likely" to occur 
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in the devices, and therefore the process provides storage messages that are used 
preemptively to migrate the data amongst the storage devices. 

4. In view of the appeal brief filed on May 16, 2005, PROSECUTION IS 
HEREBY REOPENED. A new grounds of rejection is set forth below. 

To avoid abandonment of the application, appellant must exercise one of the 
following two options: 

(1 ) file a reply under 37 CFR 1 . 1 1 1 (if this Office action is non-final) or a reply 
under 37 CFR 1 .1 1 3 (if this Office action is final); or, 

(2) request reinstatement of the appeal. 

If reinstatement of the appeal is requested, such request must be accompanied 
by a supplemental appeal brief, but no new amendments, affidavits (37 CFR 1.130, 
1 . 1 31 or 1 . 1 32) or other evidence are permitted. See 37 CFR 1 . 1 93(b)(2). 



Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 
that form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) The invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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6. Claims 21, 23, 24, 27, 28, 44-46, 48-50, are rejected under 35 U.S.C. 102(e) 
as being anticipated by Carter et al. (hereinafter Carter), U.S. patent 5,987,506. 

7. In considering claim 21 , Carter discloses a method of data storage 
management comprising the acts of: providing at least one network-accessible storage 
device capable of storing data, (col. 6, lines 7-12); wherein the at least one network- 
accessible device capable of storing data comprises a plurality of network-accessible 
storage devices capable of storing data, some of which are located at distinct network 
nodes, (col. 6, lines 7-12); implementing a plurality of storage management process 
instances, (col. 7, lines 43-60); communicating storage messages between the storage 
management process instances, (col. 7, lines 43-60); storing data to the at least one 
network-accessible device under control of at least one instance of the storage 
management processes, (col. 7, lines 43-60); and implementing a peer-to-peer network 
between the plurality of storage devices, (col. 13, lines 19-58); communicating state 
information for the plurality of network-accessible storage devices between the plurality 
of network-accessible storage devices, (col. 13, lines 19-58); and performing read and 
write operations using the plurality of storage devices, (col. 13, lines 19-58). 

8. In considering claim 23, the method disclosed by Carter teaches the storage 
management processes comprising processes for serving data from the at least one 
network accessible storage device. See col. 7, lines 43-49. 
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9. In considering claim 24, the method disclosed by Carter further teaches the at 
least one storage device comprising a RAID storage system. See col. 16, lines 43-46. 

10. In considering claim 27, the method disclosed by Carter teaches the 
processes for storing data comprising processes that provide a means for storing parity 
and/or mirror data across more than one of the plurality of network accessible storage 
devices. See col. 4, lines 10-38, and col. 8, lines 39-50. 

1 1 . In considering claim 28, the method disclosed by Carter further teaches the 
storage management processes further comprising processes for recovery of data when 
one or more of the network accessible storage devices is unavailable. See col. 36, lines 
10-22. 

12. In considering claim 44, Carter discloses a method of data storage 
management comprising the acts of: providing a plurality of network-accessible storage 
devices capable of storing data, (col. 6, lines 37-43); implementing a plurality of storage 
management process instances to communicate with each other, (col. 7, lines 43-60); 
the processes being capable of storage allocation and de-allocation across the plurality 
of network-accessible storage devices, (col. 21, lines 32-44); wherein the storage 
management processes are inherently configured to migrate data amongst the storage 
devices using the storage messages preemptively when a fault condition in at least one 
of the storage devices is determined to be likely, (col. 23, lines 12-27). 
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1 3. In considering claim 45, the disclosed method of Carter teaches the 
processes being configured to use the storage messages to reconstruct data stored in a 
failed one of the storage devices. See col. 36, lines 10-63. 

1 4. In considering claim 46, the disclosed method of Carter teaches the storage 
management processes being configured to migrate data amongst the storage devices 
using the storage messages in response to a detected fault condition in at least one of 
the storage devices. See col. 23, lines 12-27. 

15. In considering claim 48, the disclosed method of Carter teaches the plurality 
of storage devices comprising an arbitrarily large number of storage devices. See col. 
9, lines 10-17. 

16. In considering claim 49, the disclosed method of Carter provides a means for 
associating parity information with a data set, storing the parity information in at least 
some of the storage devices, and serving data requests corresponding to the data set 
by accessing the parity information associated with the data set. See col. 23, lines 12- 
27. 

1 7. In considering claim 50, the disclosed method of Carter teaches storing a 
data set in a plurality of the data storage devices using the storage management 
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processes. Further, it is inherent in the method disclosed by Carter that data requests 
corresponding to the data set are accessed from the plurality of data storage devices in 
parallel. See col. 7, lines 8-38. 

Claim Rejections - 35 USC § 103 

18. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

19. Claims 1, 3-10, 12-20, 26, 52, 53, are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Carter, in view of Applicants Admitted Prior Art (AAPA). 

20. In considering claim 1 , Carter discloses a data storage management system 
comprising: at least one network-accessible storage device capable of storing data, (col. 
6, lines 7-12); wherein the at least one network-accessible device capable of storing 
data comprises a plurality of network-accessible devices capable of storing data, some 
of which are located at distinct network nodes, (col. 6, lines 7-12); a plurality of network- 
accessible devices configured to implement storage management processes, (col. 6, 
lines 37-43); and a communication system enabling the storage management 
processes to communicate with each other, (col. 7, lines 43-60); wherein the storage 
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management processes comprise processes for storing data to the at least one 
network-accessible device, (col. 7, lines 43-60). 

Although the disclosed system and method taught by Carter shows substantial 
features of the claimed invention, it fails to expressly disclose: the storage management 
processes implementing a RAID-type distribution across the plurality of network- 
accessible devices. 

Nevertheless, the teachings of Carter provide, and suggest, a means for 
implementing a RAID-type distribution across the plurality of network devices, where 
Carter discloses: the storage management processes maintaining data coherence 
among the network nodes, and automatically replicating data for redundancy and fault 
tolerance, (col. 8, lines 42-50). Furthermore, as admitted by the Applicant in the 
Applicant's disclosure of the claimed invention, RAID-type systems were well known in 
the art at the time of the present invention, (page 3, lines 7-10). 

Thus, if not implicit in the teachings of Carter, it would have been obvious to a 
person of ordinary skill in the art at the time of the present invention to modify the 
teachings of Carter to show the storage management processes implementing a RAID- 
type distribution across the plurality of network accessible devices. Doing so would 
have improved performance of the storage management system taught by Carter, and 
would have also increased fault tolerance, (AAPA, page 3, lines 10-15). 
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21 . In considering claim 3, the system disclosed by Carter teaches the storage 
management processes comprising processes for serving data from the at least one 
network accessible storage device. See col. 7, lines 43-49. 

22. In considering claim 4, the system disclosed by Carter further teaches the at 
least one storage device comprising a RAID storage system. See col. 16, lines 43-46. 

23. In considering claim 5, the system disclosed by Carter teaches the at least 
one storage device comprising a computer with the direct attached storage (DAS) being 
any persistent memory. This provides a means for the DAS to be selected from the 
group consisting of magnetic hard disk, magneto-optical, optical disk, digital optical 
tape, holographic storage, quantum storage, and atomic force probe storage. See col. 
16, lines 43-46. 

24. In considering claim 6, the system disclosed by Carter further teaches the 
plurality of storage devices comprising a peer-to-peer network of storage devices, each 
storage device having means for communicating state information with other storage 
devices, at least one storage device comprising means for receiving storage requests 
from external entities, and at least one storage device comprising means for causing 
read and write operations to be performed on others of the storage devices. See col. 
13, lines 19-58. 
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25. In considering claim 7, the system disclosed by Carter provides a means for 
the communication system to comprise a TCP/IP over Ethernet network. See col. 3, 
lines 1-5. 

26. In considering claim 8, the system disclosed by Carter provides a means for 
the communication system to comprise a Gigabit Ethernet network. See col. 3, lines 1- 
5. 

27. In considering claim 9, the system disclosed by Carter provides a means for 
the communication system to comprise a Fiber Channel fabric. See col. 3, lines 1-5. 

28. In considering claim 10, the system disclosed by Carter provides a means for 
the communication system to comprise a wireless network. See col. 3, lines 1-5. 

29. In considering claim 12, although the disclosed system and method taught by 
Carter shows substantial features of the claimed invention, it fails to expressly disclose: 
the storage management processes implementing an n-dimensional parity scheme for 
data elements across the plurality of network-accessible devices. 

Nevertheless, the teachings of Carter provide, and suggest, a means for 
implementing an n-dimensional parity scheme for data elements across the plurality of 
network devices, where Carter discloses: the storage management processes 
maintaining data coherence among the network nodes, and automatically replicating 
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data among the network devices, (col. 4, lines 10-38, col. 8, lines 42-50). Furthermore, 
as admitted by the Applicant in the Applicant's disclosure of the claimed invention, parity 
schemes were well known in the art at the time of the present invention, (page 5, lines 
28-31). 

Thus, if not implicit in the teachings of Carter, it would have been obvious to a 
person of ordinary skill in the art at the time of the present invention to modify the 
teachings of Carter to show the storage management processes implementing an n- 
dimensional parity scheme across the plurality of network accessible devices. Doing so 
would have improved performance of the storage management system and method 
taught by Carter, and would have also increased fault tolerance, (AAPA, page 3, lines 
10-15). 

30. In considering claim 13, the teachings of Carter provides a means for 
expanding or contracting the size of u n" in the n-dimensional parity scheme for the data 
to be stored by the plurality of network accessible devices to whatever extent is desired. 
See Carter, col. 4, lines 10-38 and col. 8, lines 39-50. 

31 . In considering claim 14, the system disclosed by Carter further teaches the 
storage management processes further comprising processes for recovery of data when 
one or more of the network accessible storage devices is unavailable. See col. 36, lines 
10-22. 
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32. In considering claim 15, the system disclosed by Carter teaches the storage 
management processes comprising processes that provide a means for accessing 
stored data when one or more of the network accessible storage devices are not 
desirable data sources for reasons including efficiency, performance, network 
congestion, and security. See col. 6, lines 12-14. 

33. In considering claim 16, the system disclosed by Carter further provides a 
means for the plurality of network-accessible devices configured to implement storage 
management processes to further comprise commercial off-the-shelf computer systems 
implementing a common operating system. See col. 18, lines 63-67, col. 19, lines 1-4. 

34. In considering claim 1 7, the system disclosed by Carter further provides a 
means for the plurality of network-accessible devices configured to implement storage 
management processes to further comprise commercial off-the-shelf computer systems 
implementing a heterogeneous set of operating systems. See col. 18, lines 63-67, col. 
19, lines 1-4. 

35. In considering claim 1 8, the teachings of Carter provides a means for the 
storage management processes to comprise processes for implementing greater than 
two dimensions of parity. See Carter, col. 4, lines 10-38, and col. 8, lines 39-50. 
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36. In considering claim 19, the system disclosed by Carter teaches the 
processes for storing data comprising processes that provide a means for storing parity 
and/or mirror data across more than one of the plurality of network accessible storage 
devices. See col. 4, lines 10-38, and col. 8, lines 39-50. 

37. In considering claim 20, the teachings of Carter suggest the storage 
management processes comprise processes for adding and removing additional 
storage capacity to individual storage devices and the system as a whole. See col. 9, 
lines 10-17. 

38. In considering claim 26, although the disclosed method taught by Carter 
shows substantial features of the claimed invention, it fails to expressly disclose: the 
step of storing data comprising storing data using a RAID-type distribution across the 
plurality of network-accessible devices. 

Nevertheless, the teachings of Carter provide, and suggest, a means for storing 
data using a RAID-type distribution across the plurality of network devices, where Carter 
discloses: the storage management processes maintaining data coherence among the 
network nodes, and automatically replicating data for redundancy and fault tolerance, 
(col. 8, lines 42-50). Furthermore, as admitted by the Applicant in the Applicant's 
disclosure of the claimed invention, RAID-type systems were well known in the art at the 
time of the present invention, (page 3, lines 7-10). 
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Thus, if not implicit in the teachings of Carter, it would have been obvious to a 
person of ordinary skill in the art at the time of the present invention to modify the 
teachings of Carter to show the step of storing data comprising storing data using a 
RAID-type distribution across the plurality of network accessible devices. Doing so 
would have improved performance of the storage management system taught by 
Carter, and would have also increased fault tolerance, (AAPA, page 3, lines 10-15). 

39. In considering claim 52, the teachings of Carter provide a means for RAID- 
type distribution comprising managing redundancy operations across the plurality of 
network-accessible devices. See col. 8, lines 31-50. 

40. In considering claim 53, the teachings of Carter provide a means for RAID- 
type distribution comprising one or more functionalities selected from the group 
consisting of data striping, data mirroring, parity data distribution, parity data mirroring, 
and data entry as N-separated secrets. See col. 23, lines 12-27. 

41. Claims 33-37, 39-41, are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Carter in view of Litwin et al. (hereinafter Litwin), U.S. patent 
6,122,754 (supplied by applicant). 

42. In considering claim 33, Carter discloses a method of data storage 
management comprising the act of: providing a plurality of network-accessible storage 
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devices capable of storing data, (col. 6, lines 7-12); implementing a plurality of storage 
management process instances, communicating storage messages between the 
storage management process instances, and identifying two or more storage devices 
associated with the data to be stored, (col. 7, lines 43-60); storing the data across two 
or more storage devices, (col. 23, lines 16-20); and, retrieving the stored data, (col. 7, 
lines 43-60). 

Although the disclosed system of Carter shows substantial features of the 
claimed invention, it fails to expressly disclose: using parity information to verify the 
correctness of stored data. 

Nevertheless, using parity to verify the correctness of stored data was well 
known in the art at the time of the present invention. In a similar field of endeavor, 
Litwin discloses a method and system for data recovery comprising: generating parity 
files for data to be stored on network-accessible devices, (col. 1 , lines 17-20); verifying 
the correctness of the stored data using the parity data, (col. 3, lines 18-26), and 
retrieving a correct version of the data using the parity data, (col. 3, lines 51-57). 

Thus, given the teachings of Litwin it would have been apparent to one of 
ordinary skill to modify the teachings of Carter to show using parity information to verify 
the correctness of stored data. This would show that there is a secure means for 
correcting errors and recovering data in the network accessible devices. This ajso 
would also further assure that the method disclosed by Carter is a fault tolerant method 
for preserving data transmitted to the network accessible devices, Litwin, col. 3, lines 
51-57. 
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43. In considering claim 34, the disclosed system of Litwin teaches the parity 
record comprising data capable of correcting errors on another network-accessible 
storage device. See Litwin, col. 7, lines 56-60. The motivation to combine the 
teachings of Carter and Litwin would be the same as that mentioned in consideration of 
claim 33. 

44. In considering claim 35, the system disclosed by Carter provides a means for 
the parity data to comprise a mirror copy of the data to be stored. See col. 23, lines 16- 
20. 

45. In considering claim 36, the system disclosed by Carter provides a means for 
the parity data to be stored in a single network storage node, and the data to be stored 
in two or more network storage nodes. See col. 23, lines 16-20. 

46. In considering claim 37, the system disclosed by Carter provides a means for 
the parity data to be distributed across multiple storage nodes. See col. 8, lines 42-50. 

47. In considering claim 39, the system disclosed by Carter further teaches: 
attempting to retrieve the stored data, detecting unavailability of one of the one or more 
network storage devices, and in response to detecting unavailability, reconstructing the 
correct data using a reconciliation log, (col. 36, lines 10-63). 
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Although the disclosed system of Carter shows substantial features of the 
claimed invention, it fails to expressly disclose: reconstructing the data using parity data. 

Nevertheless, in a similar field of endeavor, Litwin discloses a method and 
system for data recovery comprising: reconstructing data in a failed data bucket using 
parity data, (col. 3, lines 18-26). 

Given the teachings of Litwin it would have been apparent to one of ordinary skill 
to modify the teachings of Carter to show reconstructing data in a network storage 
device, after detecting the network storage device was unavailable, using parity data. 
This would show a secure means for correcting errors and recovering data in the 
network accessible devices. This also would also further assure that the method 
disclosed by Carter is a fault tolerant method for preserving data transmitted to the 
network accessible devices, Litwin, col. 3, lines 51-57. 

48. In considering claim 40, the system disclosed by Carter provides a means for 
the act of storing data to comprise distributing non-identical but logically equivalent data 
in a storage node. See col. 8, lines 42-50. 

49. In considering claim 41 , the system disclosed by Carter provides a means for 
storing lossy equivalent data in a storage node. See col. 8, lines 42-50. 

50. Claims 42-43, are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Carter in view of Gershman et al. (hereinafter Gershman), U.S. Patent 6,199,099. 
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51. In considering claim 42, Carter discloses a method of data storage 
management comprising the acts of: providing a plurality of network-accessible storage 
devices capable of storing data, (col. 6, lines 37-43); implementing a plurality of storage 
management process instances to communicate with each other, and to store data to 
the network-accessible devices (col. 7, lines 43-60); changing the storage capacity 
under the control of the storage management processes without affecting accessibility 
of the data storage, (col. 9, lines 10-17). 

Although the disclosed method of Carter shows substantial features of the 
claimed invention, it fails to explicitly disclose: the network devices transmitting 
heartbeat messages to be processed by the storage management processes. 

Nevertheless, using heartbeat messages in network managing operations was 
well known in the art at the time of the present invention. In a similar field of endeavor, 
Gershman shows this. More specifically, Gershman teaches a system and method for 
managing a mobile communication network comprising: monitoring a network device by 
having the network device transmit heartbeat messages, (col. 47, lines 61-65). 

Thus, given the teachings of Gershman, it would have been obvious to one of 
ordinary skill in the art to modify the teachings of Carter to show monitoring the data 
storage for faults by means of the plurality of storage management processes, wherein 
the monitoring comprises at least a portion of the plurality of network accessible storage 
devices transmitting heartbeat messages. Doing so would have provided an efficient 
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means for the storage management processes to take appropriate action when a fault is 
detected through the monitoring, Gershman, col. 47, lines 65-67, col. 48, lines 1-4. 

52. In considering claim 43, the method disclosed by Carter teaches 
compensating for faults by manipulating the data storage under control of the storage 
management processes. See col. 23, lines 12-27. 

53. Claim 51 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Carter in view of McClain, U.S. patent 5,794,254 (supplied by applicant). 

54. In considering claim 51 , the disclosed method of Carter further teaches: 
security mechanisms when communicating, (col. 4, lines 38-50). 

Although the disclosed system of Carter shows substantial features of the 
claimed invention, it fails to expressly disclose: encrypting storage messages before 
communicating. 

Nevertheless, encrypting messages before communicating was well known in the 
art at the time of the present invention. This is exemplified in a similar field of endeavor 
where McClain discloses a method and system for backing up computer files at a 
remote site comprising: encrypting a storage message before communicating, (col. 6, 
lines 48-53). 

Given the teachings of McClain it would have been apparent to one of ordinary 
skill to modify the teachings of Carter to show encrypting storage messages before 
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communicating. This would provide a secure and safe means for storing data over a 
network, while preventing the data from being read by unauthorized individuals. 

55. Claim 54, is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Carter in view of Thompson, U.S. Patent 4,814,984. 

56. In considering claim 54, although the disclosed method of Carter shows 
substantial features of the claimed invention, it fails to explicitly disclose: 

Communicating an operational state between devices. 

Nevertheless, communicating an operational state between devices was well 
known in the art at the time of the present invention. In a similar field of endeavor, 
Thompson shows this. More specifically, Thompson teaches a system and method for 
communicating between devices on a network comprising: 

Maintaining a state table at each device on the network that indicates the 
operational state of other devices on the network, (col. 3, lines 29-33). 

Thus, given the teachings of Thompson, it would have been obvious to one of 
ordinary skill in the art to modify the teachings of Carter to show communicating state 
information between the devices on the network, wherein the state information 
comprises access speed, transfer rate, network locality, physical locality, 
interconnectedness, security, reliability, political domain, capacity, or cost. This would 
have provided an efficient means for communicating valuable information between 
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devices that would help in determining whether communication between the devices is 
appropriate, Thompson, col. 11, lines 26-30. 



57. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Hassan Phillips whose telephone number is (571) 
272-3940. The examiner can normally be reached on M-F 8:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Zarni Maung can be reached on (571 ) 272-3939. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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